Utah iSymposium 2019
Adobe Systems Campus, Lehi, UT
Wednesday, April 24, 2019 @ 8:00am - 3:35pm

AGENDA
7:30am

Check-in & Registration

8:00am - 8:10am

Introductory Remarks

8:10am - 9:10am

MORNING KEYNOTE:
“How do Developers and Legal work together (or collide)?”
 Brian Holt (Senior Program Manager, Microsoft)

9:10am - 9:15am

5 minutes break

9:15am - 10:15am

PANEL: Update on Educational Privacy Issues
Moderator: Ben Holt (Banner & Witcoff)
 Chris Takemori (Associate General Counsel Privacy & Product,

Instructure)
 Steve Setzer (General Counsel, Kimono)
 Clark Collings (Associate General Counsel, UVU)
 Mica McKinney (General Counsel, Utah State University)
10:15am - 10:20am

5 minute break

10:20am - 11:20am

PANEL: Updates on the Global Privacy Landscape—GDPR, CCPA, Data
Breach Laws, & more.
Moderator: Zaven Sargsian (Associate, Snell & Wilmer)






Amy Carlson (Sr. Privacy Counsel, Motorola)
Aaron Olsen (Data Privacy Officer & Senior Counsel, DigiCert)
Romaine Marshall (Partner, Stoel Rives)
Steve Black (Compliance Counsel, Progressive Leasing)
Brian Christensen (AGA, Utah Attorney General’s Office)

11:20am - 11:30am

10 minute break

11:30am - 11:45am

Cyber Pioneer Award & Remarks from Cyberlaw Section Chair

11:45am - 12:00pm

LUNCH PROVIDED

12:00pm – 1:00pm

LUNCH & AFTERNOON KEYNOTE:
 Troy D’Ambrosio (Executive Director, Lassonde Entrepreneur
Institute & Asst. Dean, David Eccles School of Business)

1:00pm - 1:30pm

Networking / Work break / Visit Sponsor Booths

1:30pm - 2:30pm

PANEL: Updates on Health Information Privacy
Moderator: Marissa Sowards (Compliance/Regulatory Manager, IHC)
 Brandon Hobbs (Shareholder, Richards Brandt Miller Nelson)
 Heather Allen (Privacy Manager, IHC)
 Lucy Wasmund (Corporate Counsel, CHG Healthcare)

2:30pm - 2:35pm

5 minute break

2:35pm - 3:35pm

PANEL: Advising Emerging-Growth Tech Companies: Venture funding,
growing Legal Operations, Privacy Pain, and Beyond
MODERATOR: Jared Braithwaite (Shareholder, Maschoff Brennan)
 Adam Wardel (General Counsel & Data Privacy Officer, Simplus)
 Anthony Plachy (Assoc. General Counsel & DPO, Rakuten Marketing)
 Eric Vogeler (General Counsel, Bitsy)
 Parker Russell (General Counsel, Lume Cloud)
 Marie Kulbeth (COO & General Counsel, SixFifty, a subsidiary of
Wilson Sonsini Goodrich & Rosati)

3:35pm

END: 6.0 CLE

Thank you to our sponsors!

Morning Keynote: “How do Developers and Legal work together (or collide)?”
Brian Holt (Senior Program Manager, Microsoft)
Abstract:
Working with engineering and product teams can feel like it's at odds with legal. Engineering
and product want to push the boundaries, experiment and take risks while often legal can feel
like the boundaries were defined good reasons to begin with. Come have a chat with Brian as
he discusses successful ways he found legal to work with product and engineering during his
employment stints at Netflix, LinkedIn, Microsoft, and Reddit. We'll discuss strategies of how to
work with product to see how they can best work with your team and ways your team can adapt
to be partners in product development.

Image source = https://www.raconteur.net/risk-management/specialist-technology-lawyers

Bio:
Brian Holt is currently working as a senior cloud developer advocate at Microsoft and he's all
about developers, developers, developers. Previously Brian was a JavaScript engineer at
Netflix, LinkedIn, and Reddit. When not working, Brian finds time to teach on Frontend Masters,
run his mouth on Front End Happy Hour, travel all over the world, and play with his adorable
dog. Brian is currently a resident of Seattle, WA.

Update on Educational Privacy Issues Panel
iSymposium 2019 – April 24, 2019

Panelists:
• Chris Takemori - Associate General Counsel Privacy & Product, Instructure
• Steve Setzer - General Counsel, Kimono
• Clark Collings - Associate General Counsel, Utah Valley University
• Mica McKinney - General Counsel, Utah State University
Moderator: Ben Holt, Banner Witcoff
Industry Adaptation to Privacy
• Privacy in education used to be underfunded and is now receiving more resources.
However, the industry is still
• The GDPR and CCPA are driving privacy, but don’t leave out Canadian privacy laws.
• Doing business in education now requires answering hard questions about privacy and
contracting to ensure compliance.
How Education Intersects Differently with Privacy
• Educational institutions have an unusual intersection of GLBA, Higher Ed Act and FERPA,
along with more mainstream privacy needs.
• Deep analytics can help schools identify students at risk, but privacy laws hamper efforts
to enable such processing.
• Public institutions and their vendors also have an unusual problem with public
information requests such as Utah’s GRAMA laws.
Practical Recommendations for Educational Privacy Practice
• Privacy has to be more than policy words on a page; a use of frameworks, trainings and
aides help to achieve compliance and real compliance.
• States like California are working on a statewide DPA with a state database of
signatories, so that schools no longer have to do the legal work and vendors can more
easily serve schools.
• Privacy by design is more than a buzzword, it means having stakeholders knowledgeable
enough to consider privacy or include the privacy team in the beginning of new projects.

UPDATES ON THE GLOBAL PRIVACY LANDSCAPE:
GDPR, CCPA, DATA BREACH LAWS, & MORE
2019 Utah iSymposium

Panelists:
Aaron Olsen (Data Privacy Officer & Senior Counsel, DigiCert):
Aaron Olsen practiced in the employment section at Ray Quinney & Nebeker for several years and is currently the
Data Privacy Officer and senior employment counsel for DigiCert, Inc., which is based in Lehi, UT. DigiCert is
the world leader in website certification and Public Key Infrastructure (PKI) services. Aaron is a Certified
Information Privacy Professional for both the United States and Europe.
Amy Carlson (Sr. Privacy Counsel, Motorola Solutions Software Enterprise Division)
Amy Carlson has advised clients about privacy issues for 25 years. Amy was a partner at Preston Gates Ellis &
Rouvelas Meeds in Washington, D.C., where she lobbied on HIPAA, GLB and relaxing export controls on
encryption products. As a partner at Kilpatrick Stockton, Amy continued advising companies on privacy, ecommerce and intellectual property matters. In 2004, she left private practice to join SAIC where she became the
company’s first Chief Privacy Officer & VP for Legal in 2007. At SAIC, Amy created the company’s original
privacy compliance program and managed the fourth largest healthcare data breach. When SAIC split in two,
Amy remained the Chief Privacy Officer at Leidos, the renamed legacy company. In 2015, Amy joined Stoel
Rives where she worked on creating a privacy office as a service and advised clients on compliance with GDPR,
HIPAA and data breach laws. This February, she joined Motorola Solutions as its Senior Privacy Counsel. Amy
is certified through IAPP as a Fellow of Information Privacy, a CIPP and a CIPM. Amy received her JD/MBA
from USC, her BS Electrical Engineering from Carnegie Mellon and her MS Electrical Engineering from RPI.
Brian Christensen (AGA, Utah Attorney General’s Office):
Brian Christensen is an Assistant Attorney General in the Antitrust Section of the Utah Office of the Attorney
General, where his primary responsibilities are enforcement of antitrust and data breach laws. Prior to joining the
Utah AGO in 2016, he was in private practice in Washington, DC for four years after completing a judicial
clerkship with the U.S. District Court for the District of Nevada.
Romaine Marshall (Partner, Stoel Rives)
Romaine Marshall is a partner at Stoel Rives and helps clients protect their data, businesses, and reputations from
cybersecurity and privacy incidents. He has represented clients in hundreds of data breach incidents, malware
attacks, security misconfigurations, software vulnerabilities, conduct risk assessments and internal privacy audits,
and respond to regulatory investigations. Romaine is also an experienced business litigation and trial lawyer.
He’s supported by a firm with a number of offices across the U.S. and excellent attorneys.
https://www.stoel.com/people/m/romaine-c-marshall
Steve Black (Compliance Counsel, Progressive Leasing)
Steve Black is Compliance Counsel for Progressive Leasing, a $2 billion virtual lease-to-own company. He
advises on federal and state privacy, data security issues, and data breach notification compliance. He also
provides compliance on new trends in the law including CCPA, GDPR, and has helped develop tools to track
requirements under PCI-DSS, ISO, and CIS Top 20 controls.

Questions:
GDPR:
1. How invasive was GDPR compliance to your company’s operations?
2. What worked and didn’t work in getting internal/executive buy-in in dedicating resources to compliance and
making the necessary institutional effort?
3. Who were your key allies in the process?
4. To what extent did you rely on internal vs. external resources to prepare for GDPR compliance?
5. How did you identify outside counsel or other advisors to assist/guide your efforts?
6. What challenges have you faced working with outside counsel or other consultants/advisors?

CCPA:
1. What are some thing you’re doing to prepare for CCPA? (becomes effective Jan. 1, 2020)
2. To what extent are you and do you feel comfortable relying on your existing policies/practices to deal with CCPA
(including your GDPR preparations)?
3. Are you taking CCPA preparation as/more/less seriously than your GDPR preparation?
4. What about CCPA (if anything) makes you more apprehensive in your preparation efforts than your previous
privacy compliance efforts?
5. Do you see a trend towards more states adopted a CCPA like law?

Utah:
1. Should we expect Utah to follow California in passing a consumer privacy act?
2. Where do you think Utah is headed in terms of regulating privacy?
3. What do you see your office’s priorities to be in the area of data security/privacy and how can companies avoid a
call from your office?
4. In the event of a cybersecurity incident such as a data breach, what legal remedies are available to companies in
Utah for incidents caused by insiders (i.e., employees, former employees, or even customers).
5. What are some of the cyber threats that companies are focusing on?
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Lunch Keynote:
Troy D’Ambrosio (Executive Director, Lassonde Entrepreneur Institute &
Assistant Dean, David Eccles School of Business)

Abstract:
New technologies have led to “startup deflation”, which is making it easier and less costly for
entrepreneur to launch companies. Entrepreneurs continue to drive the economy and colleges
across the U.S. have responded by increasing in entrepreneurial education. Troy D’Ambrosio
will discuss this these trends and how the University of Utah and the Lassonde Entrepreneur
Institute have responded and are leading the nation in new ways to delivery a high quality
education in an increasingly digital world.

Images source = https://lassonde.utah.edu/

Bio:
Troy D'Ambrosio is the executive director of the Lassonde Entrepreneur Institute, assistant dean
at the David Eccles School of Business and holds a Presidential Chair in Entrepreneurship at
the U. Troy is also an entrepreneur in his own right, and rather than resting on his laurels, he
continues to give back to the community and teach others the lessons he has learned in the
field. Troy is co-founder, officer, and director of multiple startup companies that have attracted
over $500 million in capital. Those companies include Transworld Telecommunications, which
was sold to Sprint in 1998; Convergence Communications, which was sold to Lockheed Martin
in 2005; and EPM Mining Ventures, which is listed on the Toronto Venture Exchange. Troy has
served as the VP of investor relations and corporate communication for American Stores
Company, a NYSE listed company, the director of mutual fund operations for Wasatch Advisors
and deputy chief of staff to the Mayor of Salt Lake City. Troy graduated from the University of
Utah in 1982 and was named the Ernst & Young Entrepreneur of the Year in 2000, a v100
Technology Leader in 2008, Best in State Educational Administrator in 2009 and received the
2014 Governor’s Medal for Excellence in Science and Technology. Those who Troy well, feel,
that above all, honored to call him a mentor and a friend.

Updates to Health Information Privacy Panel
Cybersecurity iSymposium — April 24, 2019
Panelists:
• Brandon Hobbs, Shareholder, Richards Brandt Miller Nelson
• Heather Allen, Privacy Manager, Intermountain Healthcare
• Lucy Wasmund, Corporate Counsel, CHG Healthcare
Moderator: Marissa Sowards, Compliance/Regulatory Manager, Intermountain Healthcare
Nature and Susceptibility of Health Information
•
•
•

Health information is more valuable on the black market than other types of personal
information. The healthcare industry is a primary target for cybersecurity attacks.
Medical records are the most comprehensive record about the identity of a person.
You can change your credit card information, but medical records cannot simply be
reissued.

Intersection of Consumer Products and Healthcare
•

•

•

Consumers want to be more informed about their health status and are taking more
control over health decisions. There is a rise in use of web-based technologies, mobile
apps, and other wearable devices to track personal health and fitness.
Big tech companies and startups are entering the healthcare space. Depending on
nature of services, companies may or may not be subject to HIPAA or other health privacy
regulations.
Concerns with how data is being stored and used for analytics/data mining. Important for
organizations to develop privacy notices for consumers.

Our Clients or Organizations Ability to Protect Health Information
•

•
•

Cyber security is no longer just a technology issue, it is a business one too. A business
needs to think about what cyber risks mean to the business as a whole and for its patient
or customers.
Businesses need an approach that integrates cyber protection into all aspects of the
organization, from the IT department to employee training to security policies.
Legal counsel needs to connect with different departments, learn how different
processes work, involve decision makers, and help facilitate discussions about security
risks.

Law Firms/Attorneys as HIPAA Business Associates
•

•
•
•

The American Bar Association estimates that 1 out of every 4 law firms in the U.S. is a
victim of a data breach. Law firms may hold protected health information (PHI) due to
medical malpractice actions or elder law services or through its representation of a
healthcare organization.
If the client is subject to HIPAA, a law firm/attorney may be considered a HIPAA Business
Associate of the client and may be asked to sign a Business Associate Agreement (BAA).
If so, the law firm/attorney needs to review practices to make sure they comply with
requirements of the BAA.
Business Associates are directly liable under HIPAA.

Advising Emerging-Growth Tech Companies:
Venture Funding, Growing Legal Operations,
Privacy Pain, and Beyond
iSymposium—April 24, 2019

Moderator: Jared Braithwaite, Shareholder, Maschoff Brennan
Panelists
 Adam Wardel, General Counsel & Data Privacy Officer , Simplus
 Eric Vogeler, General Counsel & Chief Compliance Officer, Bitsy
 Anthony Plachy, Associate General Counsel & Data Protection Officer, Rakuten Marketing
 Parker Russel, General Counsel & Compliance Director, Lume Cloud
 Marie Kulbeth, General Counsel & Chief Operations Officer, SixFifty

Venture Funding / Private-Sector Compliance Requirements




Historically, venture funding has only focused nominally on security and privacy practices, which
may change in light of increasing liability and exposure for security and privacy issues.
Businesses benefit from early risk assessments to identify potential risks and those parties that
are responsible for the risks.
Standardized Information Gathering (SIG) with respect to vendors and third-party can be used to
show responsibility and liability for security and privacy issues.

Growing Legal Operations





Growing tech companies are often faced with limited resources across the board, including for
legal, compliance, privacy, and security expenses.
Growing tech companies can focus resources on training existing employees and freely available
resources to maximize value when faced with security and privacy issues.
Knowledgeable lawyers and consultants can help identify security and privacy concerns and can
advise regarding privacy and security expenditures for the highest return on investment.
Addressing privacy and security early avoids downstream course-correction costs and potentially
crippling liability issues.

Privacy-Law Compliance


Common principles of privacy ease compliance with multiple domestic and international privacy
law schemes. However, differences should be identified to make a risk assessment about
addressing those differences, assuming the risk, or limiting geographic business scope.

Company Culture, Policies, and Procedures




Establishing a company culture around privacy and security often requires a top-down approach.
Technical employees can help assess technical risks that may not be immediately appreciated by
non-technical business managers
An increasing focus on trade-secret protection for intellectual property shows a need for more
proactive security of sensitive business information and anticipation of human error or misuse
with respect to the secrecy of trade secrets.

join the section.
get involved.

stay informed.

/utahcyberlaw
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utahcyberlaw@gmail.com

