Utah iSymposium 2018
Adobe Systems Campus, Lehi, UT | AGENDA | Thursday, April 26, 2018 @ 8:00am - 3:20pm
Time

Speaker

7:30am

Registration

8:00am-8:10am

Introductory Remarks

8:10am-9:10am

Morning Keynote:
Scott Tucker [Founder, Aptegra Consulting, LLC]
“e-Discovery and Evidentiary Insights from a Digital Forensic Expert”

9:10am-9:15am

5 minutes break

9:15am-10:15am

Panel: “Perspectives on Breach Considerations”
Brandon Bastian [Security Metrics]
Carl LeSueur [Asst. U.S. Attorney, US Attorney’s Office]
Elaina Maragakis [Partner, Ray Quinney & Nebeker]
Mark J. Roberts [Special Agent, FBI]
David Sonnenreich [Utah Attorney General’s Office]

10:15am-10:20am

5 minute break

10:20am-11:20am

Speaker: Derek Parry [Parr Brown Gee & Loveless]
“Software Law 101: Mini Coding Bootcamp
and Advising Software Clients”

11:20am-11:30am

10 minute break

11:30am-11:45am

Cyber Pioneer Award & Remarks from Cyberlaw Chair

11:45am-12:00pm

~ LUNCH PROVIDED ~

12:00pm-1pm

Lunch & Afternoon Keynote:
Dean D. Gordon Smith [BYU Law School, LawX Co-Founder]
Kimball Parker [Parsons Behle & Latimer, LawX Co-Founder]

1:00pm-1:15pm

Networking break

1:15pm-2:15pm

“Live Hack”: Ben Holt [Stoel Rives]

2:15pm-2:20pm

5 minute break

2:20pm-3:20pm

Panel: “EU General Data Protection Regulation (GDPR):
Less than a month before GDPR’s start date”
Moderator: Matt Sorensen [vCISO, Secuvant Security Services]
Tsutomu Johnson [Parsons Behle & Latimer]
Trent Bond [Head of Information Security, Pluralsight]
Amy Carlson [Stoel Rives]

3:20pm

END: 6.0 CLE
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Protecting Data from Threats Far and Near
Published in Attorney at Law Magazine, Greater Salt Lake City edition, Volume 6 Number 1
By H. Scott Tucker
It’s been a banner year for hackers. Besides Special Counsel
Robert Mueller’s investigation of possible Russian hacking,
several other high profile hacks made the headlines this year.
Certainly not least among them was the Equifax hack, affecting
an estimated 143 million Americans. And who can forget the
massive Yahoo breach? A few months after Yahoo was acquired
by Verizon, the public was informed that every single Yahoo
account in existence in 2013 was compromised — some 3 billion
accounts in all, possibly including security questions and
answers.
It turns out that discovering that a cyber-intrusion occurred is a
lot easier than finding out who did it. As I explain to students
taking my Digital Forensics class at the University of Utah, there
are a variety of reasons that tracing the activity to a specific
malefactor can be extremely difficult and sometimes impossible.
For one thing, there are a lot of potential culprits out there, from sophisticated state sponsored actors to
equally talented hacktivists like Anonymous. Experienced hackers have powerful tools at their disposal, for
example the NSA’s cyber hacking tools that were published earlier this year by Shadow Brokers. They also
know how to cover their tracks and might even leave a trail of misdirection in an attempt to frame other
parties.
These widely publicized hacks and data breaches remind us of other ways, much closer to home, that
important company data can be lost. I have recently worked on a series of cases related to
misappropriation of intellectual property, which we call in the digital forensics business, “data exfiltration.”
From a security standpoint, these are considered Insider Threats, and account for a significant share of
security incidents.
Studies suggest several motivations for taking company data, from factors as innocuous as pride of
authorship, to more nefarious designs, chief among them financial gain. We work in an information
economy, and whether out of spite or greed, a company’s proprietary intellectual property (IP) can cause
significant competitive damage if it falls into the wrong hands. Typical company IP includes customer,
supplier, and employee lists; budgets, forecasts, and other business planning documents; and operational
data such as formulations, processes, and designs.
Often, when I am called in on a case, the client wants to know “Was any data copied, and if so, what?” The
answer is usually “It depends.” In digital forensics, there is no silver bullet, no “flight recorder” we can
extract that will tell us exactly what happened. Rather, we reconstruct user activity by interpreting
available electronic artifacts, and the key is knowing what to look for.

Common methods of copying company data involve the following:
-

Thumbdrives and other portable external drives
Smartphones, whether connected to the computer, or simply by taking photos
Cloud services such as OneDrive, Google Drive, or Dropbox
Public webmail accounts such as Gmail or Yahoo

Digital forensics relies on Locard’s transference principle, that “every contact leaves a trace” and any of the
activities above can leave behind trace evidence. Based on that trace evidence, it is often possible to
determine the USB devices used (manufacturer, model, and serial number), files and folders that were
recently opened, websites visited, internet searches completed, and so on. So long as the data has been
preserved, digital artifacts can paint a picture of what the user was doing; it may not be comprehensive,
but it’s often sufficient.
Companies can reduce the risk of data exfiltration by being aware of clues that someone is likely to copy
company IP. Here are some employee behaviors companies should watch out for:
-

Copying company data to external devices without authorization
Seeking proprietary information on topics outside the scope of their responsibilities
Working odd hours, when they can more easily conduct covert activities
Remotely accessing company computers while out sick, on vacation, or at other unusual times

If an employee exhibits these behaviors, it may be a red flag. Another red flag may be an employee who
resigns and goes to work for a competitor. If they had access to sensitive company information, a review
of their computer activity may be called for. Some companies cover the handling of company information
during exit interviews, which can be a good time to inquire about external devices or other possible
repositories of proprietary information that should be returned or wiped.
Finally, many firms quickly recycle a former employee’s computer by handing it down to a lower-level
employee or assigning it to the replacement. While efficiency is admirable, this practice could cause
problems later, should a question arise as to the departing employee’s handling of company IP, because
important trace evidence can be overwritten by subsequent computer activity. The best approach to take
when a key employee leaves is to preserve possible evidence, and the cheapest way to do that is often to
simply remove and safeguard the hard drive and replace it with a new one.
In information security, as with life, an ounce of prevention is worth a pound of cure. Risks can be
mitigated by instilling a culture of IP awareness and respect. However, should an incident arise, remember
to preserve the evidence!

Scott Tucker is the founder and president of Aptegra Consulting. Tucker has a master’s degree from BYU and is a computer
technology veteran, having worked with top companies in the field throughout his career, such as IBM, Hewlett-Packard and
Canon. The author of several computer related books, Tucker is also a trained and certified computer expert ready to
perform forensically sound data preservation from computers and smartphones, and to testify as an expert witness. For
more information about Tucker’s background and the services available from Aptegra Consulting, visit www.aptegra.com.

Digital Evidence Preservation Pointers
Digital evidence is fragile. It’s easy to accidentally change or overwrite data if you don’t
know the proper procedures to preserve it. These pointers will help:

● Issue a litigation hold.
It is often prudent to ensure that everyone in the organization knows to preserve
evidence that may be relevant to the case at hand. Consult your attorney.

● Take prompt action.
The longer a device is used, the more likely digital evidence (e.g., deleted ﬁles or
logs) will be overwritten. Act promptly.

● Seek expert help.
Even if your IT staﬀ is knowledgeable, it’s a good idea to consult with a certiﬁed
forensic expert who will understand the complexity and nuances of preserving
digital evidence.

● Leave the device in the power state you found it.
Data on encrypted drives may not be recoverable once the device has been turned
oﬀ. Alternatively, turning a device on can trigger changes to ﬁles. Leave the device in
the power state you found it.

● Disconnect the device from the network.
To prevent remote changes, put mobile devices in airplane mode and disconnect
network cables and/or disable WiFi on computers.

● Make and examine only forensic copies.
Don’t click on photos, access web pages, open/close programs, or move/copy ﬁles to
or from the device. Forensic copies allow for the examination and recovery of data
without altering potential evidence on the original device.

● Make an Expansive Search.
Look for external hard drives, ﬂash drives, SD cards, DVDs, and the like. Data
preservation is comparatively cheap, so it’s better to err on the side of
completeness. You can decide later whether to use it. Even hard drives that look
“empty” may contain important data.
www.aptegra.com
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● Keep a Chain-of-Custody form.
Use a chain of custody form, even if you document only rudimentary information
such as a general description of the device, the date and time, and the individual
from whom it was obtained.

● Take and label pictures.
Pictures are free and everyone has a camera. Don’t forget to label the evidence so
you know what’s what when you review the photos.

● Protect and secure the evidence.
Protect the evidence from dust, liquids, and damage, preferably with an anti-static
bag. Keep it secure in a locked ﬁling cabinet, for example.

Have questions?
We’re happy to help.

+1 (801) 999-8171
scott.tucker@aptegra.com

Chain of Custody Form

.L\.L\FITESRL\
Case Description

Case #

Device Details
Description
Manufacturer

Model

Item #

I

Item #

I

Item #

I

Serial #

Media Details
Description
Manufacturer

Model

Serial #

Description
Manufacturer

Model

Serial #

Chain of Custody
Date/Time

From

Aptegra Chain of Custody Form v07.xlsx

To

www.aptegra.com

Reason

Get Digital Forensics Support at 801-999-8171
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Department of Justice
Office of Public Affairs

FOR IMMEDIATE RELEASE

Wednesday, March 15, 2017

U.S. Charges Russian FSB Officers and Their Criminal Conspirators for
Hacking Yahoo and Millions of Email Accounts
FSB Officers Protected, Directed, Facilitated and Paid Criminal Hackers

Utah Rules of Professional Conduct
Rule 1.2(d):
(d) A lawyer shall not counsel a client to engage, or assist a client, in
conduct that the lawyer knows is criminal or fraudulent, but a lawyer
may discuss the legal consequences of any proposed course of conduct
with a client and may counsel or assist a client to make a good faith
effort to determine the validity, scope, meaning or application of the
law.

2
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Utah Rules of Professional Conduct
Rule 1.13(b):
(b) If a lawyer for an organization knows that an officer, employee or other
person associated with the organization is engaged in action, intends to act
or refuses to act in a matter related to the representation that is a violation
of a legal obligation to the organization, or a violation of law that
reasonably might be imputed to the organization, and that is likely to
result in substantial injury to the organization, then the lawyer shall
proceed as is reasonably necessary in the best interest of the organization.
Unless the lawyer reasonably believes that it is not necessary in the best
interest of the organization to do so, the lawyer shall refer the matter to
higher authority in the organization, including, if warranted by the
circumstances, to the highest authority that can act on behalf of the
organization as determined by applicable law.

Conflicts at the Company
From Securities and Exchange Commission v. Jun Ying:
SUMMARY
1. Defendant Jun Ying (“Ying”) committed securities fraud by engaging in
illegal insider trading. After being entrusted with material, nonpublic
information about a massive cyber-intrusion and data breach suffered by his
employer, Equifax Inc. (“Equifax” or “the company”), Ying exercised all his
vested Equifax stock options and sold the shares prior to the public
announcement of the breach. By selling when he did, Ying avoided losses in
excess of $117,000.

3

ETHICS OF ADVISING CLIENTS TO DISCLOSE DATA BREACHES

Reporting Requirements
In most states, failure to make required disclosures of personal information data breaches
is a deceptive business practice in violation of state statutes. Penalties in some states can be
severe. These laws may apply not only to business located within the state, but business who
operate within the state, particularly if those businesses store the personal information of a
consumer within the state.
Lawyers counseling clients who store consumer data that has been breached should
consult the laws of each implicated state. A number of law firms have prepared multi-state
surveys that may provide a helpful starting point.

Advising a Client Regarding Reporting Requirements
As a deceptive business practice, advising a client not to disclose a data breach may
implicate Rule 1.2(d) of the Utah rules of professional conduct:
(d) A lawyer shall not counsel a client to engage, or assist a
client, in conduct that the lawyer knows is criminal or
fraudulent, but a lawyer may discuss the legal consequences of
any proposed course of conduct with a client and may counsel or
assist a client to make a good faith effort to determine the validity,
scope, meaning or application of the law.
(emphasis added.)
This does not prohibit an attorney from discussing consequences of non-disclosure. Be
aware of different ethical standards in different states. Some states prohibit advising a client to
engage in illegal conduct, which appears to be broader than conduct that is criminal or
fraudulent, and easily embraces legal obligations to disclose data breaches.

Recognizing the Client

Stock ownership, employment interests, or reputational interests of the attorneys’ point of
contact may create a conflict of interest between the attorney’s point of contact – or other within
the company – and the company. Attorneys should be cognizant of the potential for conflicts of
interests between the Company they represent and their point(s) of contact at the company.
From Securities and Exchange Commission v. Jun Ying:
SUMMARY
1. Defendant Jun Ying (“Ying”) committed securities fraud by
engaging in illegal insider trading. After being entrusted with
material, nonpublic information about a massive cyber-intrusion and
data breach suffered by his employer, Equifax Inc. (“Equifax” or
“the company”), Ying exercised all his vested Equifax stock options
and sold the shares prior to the public announcement of the breach.
By selling when he did, Ying avoided losses in excess of $117,000.
When representing an entity whose decision makers have indicated an intent not to
disclose a data breach in violation of the law, attorneys should bear in mind Rule 1.13(b) of the
Utah Rules of Professional Conduct:
(b) If a lawyer for an organization knows that an officer, employee
or other person associated with the organization is engaged in
action, intends to act or refuses to act in a matter related to the
representation that is a violation of a legal obligation to the
organization, or a violation of law that reasonably might be
imputed to the organization, and that is likely to result in
substantial injury to the organization, then the lawyer shall proceed
as is reasonably necessary in the best interest of the organization.
Unless the lawyer reasonably believes that it is not necessary in the
best interest of the organization to do so, the lawyer shall refer the
matter to higher authority in the organization, including, if
warranted by the circumstances, to the highest authority that can act
on behalf of the organization as determined by applicable law.
(emphasis added).
If a lawyer knows that the people he is dealing with have adverse interests to those of the
company, the lawyer is obliged to explain the identity of the client under Rule 1.13(f). The
lawyer may be required to refer the matter to a superior at the Company.
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Why Learn How to Code

3.

What is Coding
Coding vs. Programming
Coding

Programming

6.

Development Environments

7.

Web Development
How the Internet works

bttps•/Jwww.facebook comtzuck

8.

Client, Server, Database

•
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Coding and Programming Languages
CUENT-SIDE / FRONTEND

HTML (Hypertext Markup Language)
CSS (Cascading Style Sheets)

JavaScript

CONTENT

SERVER-SIDE / BACKEND
• C (Granddaddy}
• C++ (Granddaddy, but better)
• C# (Microsoft Granddaddy}
• Java fl/ery popular, Android)
• Python (Sciences, easy to learn)
• PHP (Original internet backend)
• Ruby (Ruby-on-Rails, Silicon Valley)
• Swift (New iOS; prev. Obj. C)
• JavaScript (Now backend b/c Node.js)

DATABASE

• MySQL
• PostgreSQL
• MongoDB UavaScrlpt)

DEVELOPMENT STACKS (sometimes, "full-stack developer")
• LAMP Stack (Linux+ Apache+ MySQL + PHP)
• Microsoft Stack (Windows + 115 + SQL + C#)
• MEAN Stack (MongoDB + Express.js + Angular.js + Node.js)

DESIGN
BEHAVIOR

10.

The Language of Programming
The Eight Elements of All Programming Languages (DVFCLOAC)

Data Types - The Building Blocks - (1) Strings (i.e., text); (2) Numbers; (3) Booleans (true or false)

Variables Single U

of Storage

Functions - Tools that you crea e for later use

var name= •oerek";

naM,
Derek"

function sayHello(x) {
return •Hello•+ x;

sayHello(na11e);
"Hello Derek ''

}

Conditionals

f Then Statemen s

function s11artHello(x) {
if (x == •Dereka) {
return •Welco• e back•;
} else {
return •Have we met?•;
}
}

22.

s11artHello(na11e);
"Welcome back"

name= •Jessica•;
s11artHello(na11e);
"Have we met? "

The Language of Programming
The Eight Elements of AJJ Programming Languages (DVFCLOAC)

Loops - Repeats un 11 cond 1 ion

is met

function threeHellos() {
for (x = 1; x < 4; x++) {
alert(•Hello •• + x);
}
}

Objects - Container for organizing code
"Property" = Stor d vanabl
"Method" = Stored function

threeHellos();

•Hello #1"
NHello #2"
•Hello #3"

var john = {
john.sayHi();
firstName: RJohn•,
lastNa11e: •ooe•,
"Hi. My name is John."
age: 50,
sayHi: function() {
return •Hi. Hy name is•+ this.firstNa11e;
)
)

29.

The Language of Programming
The Eight Elements of AJJ Programming Languages (DVFCLOAC)

Arrays - Like objects bu numerical

var students= ["Albert•. "Brittany•, •Chelsey•];
sayHello(students[l]);
"Hello Br i ttany"

Classes Mold for creating lots of obJects
,rs ea

c as

function Student(first, last, a1e, major) C
this.firstNa• e = first;
this.lastNa• = last;
this.age = age
this.11ajor = 11ajor;
}

var mark= new Student ("Hark", "Davis", "29", "Physics")
sayHello(mark.firstName);
"Hello Mark "

36.

APis
Appliation Programming Interface

• Programming Language Standard Language library
• Web Browser
• Web Apps (IBM Watson, Google Maps API, Facebook)
• Web Development Frameworks (Ruby on Ralls, React, Angular)
• Open Source Code (see GitHub)

37.

Li/e as a Developer
EVERYDAY TOOLS
• Graphical User I nterface (GUis)
• Text Editor

• workflows (Scrum, Agile Development,
Version Control)

38.
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A

Copyright

41.

Patents

Software
Patent
Examples

REQUIREMENTS
(1} Patentable Subject Matter
(2) Useful
(3) Novel
(4) Non-Obvious
(5) Formal & Substantive Disclosure

Software Patent
Flowchart
Example

43.

•

Software Patent
Examples
• Operating Systems
• File Systems
• Graphics and Windowing Systems
• Compilers and Simulators
• Cryptography and Data Compression
• Multimedia
• Word Processors
• Spreadsheets

44.

Software Patent
Flowchart Example
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Trade Secrets
Single-page web apps

bttps://facebook.gitbu b.io/react/

46.

Open Source Licenses

bttps;llgitbub,comt

47.

...

Representations

No-Copyleft

Representations

&

Warranties
No Encumbrances

(other than
esc,vwJ

48.

No-Copyleft Representations
Section 1.1 - Definitions
"Open Source Materials" shall mean all software or other material that is distributed as"
," "f
,"
"
u
r "or under a similar licensing or distribution model (including but not
limited to the GNU G
bl1c L1Cense (GPL , G U Lesser Gene
Ii L ce se (L L , M zil a bl
1cense
tscape Publ L1cens , the Sun Community Sourc Lice s (SCS , the
cens , the
cen e (S s , and the
che icens ).

Section 4.22 - Intellectual Property
(e) Seller has taken commercially reasonable steps (customary for companies of the type and size of Seller) to prevent
the introduction into the products and the Computer Software of, and to the Knowledge of Seller, the products and the
Computer Software (and all parts thereof) are free of, any disabling codes or instructions and any "back door," ,.time
bomb," ''Trojan horse," "worm," "drop dead device," "virus" or other software routines or hardware components that
permit unauthorized access or the unauthorized disablement or erasure of such Computer Software (or parts thereof)
or data or other software of users ("Contaminants"). I e C mp ter So ware oes o
Ope So ce
at na s

o w

u

m yb

th

m 1n

u

w h h Co

pu

closu o Source Cod
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49.
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No Encumbrances (other than escrow)
3. TERM AND TERMINATION
(a) Company agrees to continue hosting the Provided Software (including applicable APis built by
Company) and providing the Company Services to Distributor and its customers throughout the Term of this
Distributor Agreement ...
(b) Company agrees to allow Distributor to have continued access to the functionality of the Provided
Software to continue providing Company Services to its customers, if Company elects not to renew this
Distributor Agreement at the end of the Initial Term or any Renewal Term. In the event that Company [gives
notice of non-renewal], Distributor will have the option to take over hosting the Provided Software and
providing the Company Services to its customers on a Software-as-a-Service (SaaS) basis, and Company will
work with Distributor to transition the hosting of the Provided Software to Reseller for that purpose ...

50.

Software Audits

BLACKDUCK
Corporate Compliance

Due Diligence

51.

Employment Agreements
Work Made for Hire. Employee acknowledges and agrees that any work of authorship comprising Intellectual
Property shall be deemed to be a Work Made for Hire, to the extent permitted by the United States Copyright Act (17
U.S.C. SS 101 (2000)). To the extent that any such work of authorship may not be deemed to be a Work Made for Hire,
Employee hereby irrevocably assigns all ownership rights in and to such work to the Company. If any such work of
authorship cannot be assigned, Employee hereby grants to the Company an exclusive, assignable, irrevocable,
perpetual, worldwide, sub-licensable (through one or multiple tiers), royalty-free, unlimited license to use, copy,
reproduce, distribute, modify, adapt, alter, translate, improve, create derivative works of, practice, publicly perform,
publicly display and digitally perform and display such work in any media now known or hereafter known. Outside the
scope of Employee's employment, Employee agrees not to (a) practice, display, copy, reproduce, distribute, transfer,
modify, adapt, alter, translate, improve, or create derivative works from, or otherwise use, any such work of authorship
or (b) incorporate any such work of authorship into any product or invention unrelated to the Companys business. To
the extent moral rights may not be assignable under applicable law and to the extent the following is allowed by the
laws in the various countries where Moral Rights exist, Employee hereby irrevocably waives such moral rights and
consents to any action of the Company that would violate such moral rights in the absence of such consent.

•

(Employess vs. Founders)

52.

Data Security Laws
• Federal Trade Commission Act ("FTCA'') (15 U.S.C. §§ 41-58)0
• Children's Online Privacy Protection Act ("COPPA'') (15 U.S.C. §§ 6501-6506)

•

• Financing Services Modernization Act, or Gramm-Leach-BIiiey Act ("GLB1 (15 U.S.C. §§ 6801-6827)0
• Health Insurance Portability and Accountability Act ("HIPAA") (42 U.S.C. § 1301 et seq.)
• Fair Credit Reporting Act ("FCRA") (15
• Controlling the Assa
and 18 U.S.C. § 1037)0

•

u.s.c. § 1681 )0

It of Non-Solicited Pornography and Marketing Act ("CAN -SPAM'1 (15 U.S.C. §§ 7701-7713

• Telephone Consumer Protection Act ("TCPA") (47 U.S.C. § 227 et seq.)

•

• Electronic Communications Privacy Act ("ECPA'') (18 U.S.C. § 2510)0
• California Online Privacy Protection Act ("CalOPPA'') (Cal. Bus. & Prof. Code§§ 22575-22579)0
• International Data Protection Laws (EU Data Protection Directive; General Data Protection Regulation (May 2018))
0

53.
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54.

•

•

ADDITIONAL RESOURCES

Codecademy.com;
WatchandCode.com
HTML, CSS, JAVASCRIPT

Practical JavaScript

55.

Understanding the
Sofu,vare Develop1nent Process
Derek Parry I Pairr Brown Gee & Loveless

.,

•

•
•

•

•

•

A

~·
~.

•

•

A•
•

•

.,

• ...

56.

•

CONTACT INFO

o,,erek Parry
dparry@parrbrown.com

57.
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THE GENERAL DATA PROTECTION
REGULATION (“GDPR”)
Amy Carlson and Tsutomu L. Johnson
April, 2018
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History
Before we get into the GDPR, we have to understand the
European Data Protection Directive.
– Leveraging the fundamental freedom of privacy in Europe, the
Directive established the following:
•
•
•
•

Controller and Processor relationships;
Broadly defined the terms Personal Data and Processing;
Created contractual obligations for suppliers and vendors to preserve privacy;
Created a framework for multinational organizations to process information
within the organization; and
• Created the first data localization rules.
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GDPR at a Glance
The GDPR is organized s follows:
– General Provisions (Art. 1-4)
– Privacy Principles (Art. 5-11)
– Data Subjects’ Rights (Art. 12-23)
– Controller and Processor Obligations (Art. 24-43)
– International Data Transfers (Art. 44-50)
– Remedies, Liability, and Penalties (Art. 77-84)
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General Provisions
Definitions:
– Personal Data: ANY information that can be used to directly or indirectly identify a
natural person.
– Processing: Any operation or set of operations performed on Personal Data whether by
automated means or not.
– Controller: The entity or person which alone, or with others, determines the purposes
and means of the Processing Personal data.
– Processor: An entity or person which Processes Personal Data on behalf of a Controller.
– Profiling: Any type of automated processing to evaluate a natural person for things like a
person’s performance at work, economic situation, health, personal preferences,
interests, reliability, behavior, location, or movements.
– Pseudonymization: Processing Personal Data in such a way that it can no longer be
attributed to a specific person without the use of additional information which is protected
by an organization’s technical and organizational measures. Example: encryption.
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General Provisions
Territorial Scope:
– The GDPR applies to:
• Controllers and Processors not established in the EU that Process,
• Personal Data belonging to people in the EU,
• where activities are related to:
– Offering goods or services, irrespective of whether a payment is required; or
– Monitoring of behavior as far as that behavior takes place in the EU.
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Privacy Principles
Processing Personal Data
– Personal Data must be Processed lawfully, fairly, and transparently.
– Controllers can only collect Personal Data:
• For a specific, explicit, and legitimate purpose and cannot Process Personal
Data in a manner incompatible with that purpose.
• Where it is adequate, relevant, and limited to what is necessary in relation to
the purpose it was gathered.
• If the Personal Data is accurate.
• If kept in a form permitting identification of people for no longer than is
necessary for the purpose the Personal Data was initially gathered.
• If it is Processed in a manner that ensures appropriate security and protection
against unauthorized use or unlawful Processing.
6
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Privacy Principles
Lawfulness of Processing: The following are the limited situations where it
is lawful to Process Personal Data:
– If a person gives consent.
• If Processing is based on consent, the Controller must demonstrate that a person has
freely given consent that is specific and informed. The consent must demonstrate clear
affirmative agreement to Process Personal Data.
• Note: a person can withdraw consent at any time and force a Controller to stop
Processing the person’s Personal Data.

– For a contract wherein the EU resident is a party to the contract or is about to
enter into a contract with the Controller.
– Legal compliance.
– Protecting a person’s vital interests.
– For Processing carried out in the public’s interest.
– For the Controller’s legitimate interests that don’t disrupt a person’s fundamental
rights to privacy.
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Data Subjects’ Rights
Controllers must:
– Notify people about how the Controller Processes Personal Data before Processing
Personal Data.
– Give people the ability to access relevant Personal Data Processed by the Controller.
– Allow people to access their Personal data and correct missing, incomplete, or inaccurate
information.
– Erase information about people upon their request if that information is no longer
necessary for the purpose which it was gathered.
– Restrict Processing.
– Provide all Personal Data the Controller has about a person to that person in a structured
and commonly used, machine-readable format.
– Allow individuals to object to Processing by automated means, Processing for direct
marketing, and Processing carried out in the Controller’s legitimate interests.
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Controller and Processor Obligations
Controllers:
– Must implement appropriate technical and organizational
measures to protect Personal Data.
– Incorporate privacy principles such as pseudonymization and
data minimization into all Processing activities.
– Designate, in writing, a representative in the EU if the Controller
is not located in the EU but does business in the EU.
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Controller and Processor Obligations
Processors:
– Must contractually guarantee the implementation of appropriate
technical and organizational measures to protect Personal Data.
– Will only Process Personal Data with the Controller’s written
authorization.
– Follow specific contractual guidelines such as: ensuring people are
authorized to Process Personal Data on the Controller’s behalf,
implementing appropriate security measures, and assisting the
Controller with the Controller’s compliance obligations.
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Controller and Processor Obligations
Joint Obligations:
– Create a record of Processing listing the Controller’s: contact details, purpose for
Processing, categories of Personal Data Processed, categories of recipients,
where information transfers, a general description of technological and
organizational safeguards.
– Cooperate with DPAs.
– Implement appropriate codes of conduct and technical and organizational
measures to ensure security measures are tailored to risks presented by
Processing.
– Notify DPAs and affected individuals about data breach events.
– Carry out Data Protection Impact Assessments (“DPIA”) and consult with DPAs
where a DPIA reveals a new project, process, or technology could result in high
risk to a person in the EU.
– Potentially appoint a Data Protection Officer within the organization.
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International Data Transfers
Generally, Personal Data cannot leave the EU.
Controllers and Processors can transfer Personal Data
out of the EU if the recipient agrees to appropriate
safeguards and people in the EU can enforce their rights
against the recipients.
– Appropriate safeguards include: binding corporate rules,
standard data protection clauses, and approved codes of
conduct.
– Contractual clauses between the Controller and Processor
suffice, but need pre-approval by a DPA.
12
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Remedies, Liability, and Penalties
People in Europe have the right to sue Controllers and Processors.
Controllers can be sued for damage caused by Processing which infringes the
GDPR.
Processors are liable for damage caused by Processing where it has not complied
with the GDPR or acted without their Controller’s approval.
Where more than one Controller or Processor is liable for damages, each Controller
or Processor is held liable for the entire damage amount. After payment, the
Controllers and Processors sort out who among them are responsible for their share
of fault.
Penalties:
– For failing to comply with Controller and Processor obligations: €10,000,000 or 2% of
annual revenue.
– For failing to comply with basic principles for Processing, Data Subject Rights,
International Data Transfers, Member State laws, and a DPA’s orders: €20,000,000 or
4% of annual revenue.
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What Does This Mean?
We are on a short time frame for compliance. Starting
today, organizations have about a little over a month to
adopt technical and organizational policies to comply with
the GDPR.
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Thank You
If you have any questions, you can contact:
Amy Carlson
Amy.Carlson@stoel.com
202.398.1762
Tsutomu Johnson
Tjohnson@parsonsbehle.com
801.536.6903
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